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DETAILED ACTION 

1. Claims 1-11, 17-27, 33-39 and 43-48 have been canceled, claims12, 14-15, 28- 
32, and 40 have been amended, and claims 49-79 have been added by Applicant. 
Claims 12-16, 28-32, 40-42, and 49-79 are pending. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on March 26, 2004 was 
considered by the examiner. 

Claim Objections 

3. Claims 12, 28, and 40 are objected to because of the following informalities: 
Each of these claims recites granting or denying access if the second set of information 
matches the third set of information. However, the claims also recite that the second 
set of information identifies the process, and the third set identifies access rights of the 
process. It is not apparent that two sets of information identifying different items may be 
considered to match. Hereinbelow the term "match" will not be interpreted as "equal"; 
rather, only as "correspond to" or "associated with". Also, claim 12 at line 7 recites "the 
third set of information" which lacks proper antecedent basis; it is suggested that at line 
6 (2 places) "third information" should be changed to "third set of information". 
Additionally, claims 13, 29, and 74-76 are questioned, as they appear to state either 
explicitly or the equivalent of a key located in the third set of information for a first 
process, as well as a key in the first set of information for a second process. 
Appropriate correction or clarification is required. 
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Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 12, 28, and 40 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Covey et al., U.S. Patent 5,249,231 . 

6. As to claims 12, 16, 28, 32, and 40-42, Covey discloses a method of, computer 
program product for, and system for regulating access by a first process to a first data 
location on a storage device (memory data word object;, comprising receiving from the 
first process a request to access the location, comprising first set of information 
identifying the location and second set of information identifying the process (process 
IDj, the second compared with third set of information associated with the device and 
that identifies access rights of the first process (tag identifier, which indicates a 
particular process may access a data object;, and granting or denying access if the two 
match or do not match, respectively (see Abstract, Figs. 1 and 2, col. 1 lines 25-30, col. 
2 lines 39-66, and col. 4 lines 35-56). As to claims 40-42 in particular, the keyfetcher 
and comparer may be considered made up of the tag checker of Figs. 1 -3. 

7. As to claims 13, 29, 56-59, 67-70, and 74-76, memory data locations may be 
reused for different purposes by different processes, thus meeting the recited limitations 
(see col. 5 lines 34-45). 
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8. As to claims 14 and 30, the third information is persistent since it's purpose is to 
protect data of a first process when another process may attempt to access it (Abstract; 
and considering the term persistent to mean "is maintained across invocations of 
processes"). 

9. As to claims 15 and 31 , two storage devices as recited are disclosed since a 
"faster RAM for the tag fields" (see col. 7 lines 47-49) would require a separate device. 

10. As to claims 49, 60, and 71, a process in general may be considered comprised 
of multiple processes to the extent claimed (steps of the process). 

11. As to claims 50-52, 61-63, and 72-73, it is apparent that the method may be 
combined with other security measures (see col. 1 1 lines 4-19), and thus that further 
information to determine access rights be used as recited. 

12. As to claims 53-54, 64-65, and 77-78, since the memory location is locked, the 
steps apply to both data input as well as output requests. 

13. As to claims 55, 66, and 79, these requests are inherently access-blocking 
requests (since once entered will block access of another process). 

Conclusion 

14. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Patent No: 

4,962,533 Security level of each memory location is compared to that of an 
accessing process. 
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1 5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Gary J. Portka whose telephone number is (571) 272- 
421 1 . The examiner can normally be reached on M-F 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Mano Padmanabhan can be reached on (571) 272-4210. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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